Fraud Alert!

From the Santa Rosa County Sheriff’s Office 
Crime Prevention Unit 

Your Account Has Been Suspended!
It does not matter who you are or what your email address is, you can receive an email that looks like this:
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Notification
In order to protect your account from unauthorized access, we have set a limit of 3 unsuccessful attempts. Unfortunately, you have just reached that critical number of attempts, so your access to Online Banking has been locked for security purposes.

Please download and complete restore form attached to this email and open it in a web browser. We appreciate your understanding as we work to ensure account safety.


Attached to this email are instructions to click on a link which will allegedly restore your bank account. The problem is no bank or financial institution ever sent the email; it was sent by a scammer phishing for your personal information. 

The form they ask you to complete asks for your full name, your credit/debit card number, expiration date, card verification number, and PIN number. Just imagine what a criminal could do with this information!

If you receive an email from anyone asking for any of your personal information STOP and check it out before you click on anything. If it claims to be from a financial institution, look their number up in the phone book and call them to determine the authenticity of the email or request. This goes for any business or government entity, before responding to the email or clicking on any links call the business or government entity first. If you are not sure where to look or what to do call the Santa Rosa County Sheriff’s Office; we are always ready to help.
For assistance call the
Sheriff’s Office Crime Prevention Unit: 850-983-1236
